Microsoft Windows Server 2003 [11/28/2003 9:35:00 AM]
Vao ngay 24/4/2003, Microsoft s& tung ra thi truong hé diéu hanh (HDH) Windows Server 2003. Day la
san pham thé hé ké tiép cia Windows 2000 Server va 1a HDH dit nén méng cho su tiép nhan rong ri cac
dich vu Web. Ho san pham Windows Server 2003 thira huong nhimg cong nghé t6t nhat cia Windows
2000. N6 bao ham t4t ca nhimng tinh ning wu viét ma khach hang cho doi tr mot HDH may chu Windows
nhu bdo mét, dJ tin cdy cao, tinh san sang va kha nang co thé mo rong

Vao ngay 24/4/2003, Microsoft s& tung ra thi truong hé diéu hanh (HDH) Windows Server 2003. Pay 1a
san phém thé hé ké tiép ciia Windows 2000 Server va la HDH dit nén mong cho sy tiép nhén rong rai cac
dich vu Web. Ho san pham Windows Server 2003 thira huéng nhimg cong nghé tét nhat cia Windows
2000. N6 bao ham tat ca nhiing tinh ning uu viét ma khach hang chd doi tir mét HDH méay chu Windows
nhu bao mat, do tin ciy cao, tinh san sang va kha ning co thé mo rong. Windows Server 2003 con tich
hop chat ché voi Microsoft .NET [1], kha nang hd trg c¢6 sdn cho .NET Framework [1] dé phat trién va
trién khai cac ung dung va dich vu Web. Cac tinh ning méi ciing nhu nhiing céi tién di nang cao kha
ning ctia ho Windows Server trong viéc hd tro cac hé thong mang va nhing tmg dung cao cip va tdi quan
trong.

Phién ban cho san pham Windows Server méi nay con duge biét dudi tén Windows NET Server 2003.
San phém cudi cung co6 tén 1a Windows Server 2003. Do su hd trg cac dich vu Web duogc tich hop vao
trong toan bd dong san pham, Microsoft quyét dinh ddi tén 1a nham don gian hod viéc dit tén san pham
va thyuc hién chién luge thuong hiéu NET méi ciia ho. Dong san pham Windows Server 2003, ciing nhu
cac san pham co kha ning .NET cta Microsoft, khi dua ra thi truong s& mang biéu twong "Microsoft
NET Connected", thay vi cum tir ?.NET? trude do.

1. Téng quan vé Windows Server 2003

Vi nhimg tinh nang maéi duge néng cao cung voi nhiing cai tién cac dich vu, Windows Server 2003
chuyén giao mot nén tang cao cap dé cung cap nguon luc cho cac ung dung, cac mang va cac dich vu
Web trr nhém lam viée den trung tam dir liéu. D& dang khi trién khai, quan 1y va st dung, Windows
Server 2003 cung cap mot nén tang server hoan chinh cho phép tao ra cac giai phap duoc két ndi véi nhau
mot cach thong subt. Pé thyc hién nhing kha ning do, truéc hét Windows Server 2003 phai thé hién vai
tro nhu nhitng server dudi day.

1.1. Vai tro Server

Windows Server 2003 la mot HDH da dung c6 kha nang quan ly mét tap nhiing vai tro server (phuc vu),

tuy thudc vao nhu cau cia nhiing t6 chirc khac nhau, theo kiéu tap trung hay phan tan. Sau day 1a mot sd

vai tro server cua Windows Server 2003:
File server (phuc vu tip tin) va Print server (phuc vu in  4n).
Web Server (phuc vu Web) va Web Application Server (phuc vu ung dung Web).
Mail server (phuc vu thu tin) va Terminal server (phuc vu thiét bi dau cubi).
Remote access/virtual private network [VPN] server (phuc vu truy cdp tr xa/mang riéng &o).
Directory services (cac dich vy thu myc), Domain Name System [DNS] (hé théng tén mién),
Dynamic Host Configuration Protocol [DHCP] server (phuc vu giao thirc cau hinh dia chi déng)
va Windows Internet Naming Service [WINS] (dich vu dat tén Internet trén Windows).
Streaming media server (phuc vu phwong tién truyén thong theo ludng).
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Mot  s6 cai  tién trong cong nghé 16 cia  Windows  Server 2003
Sau day la nhitng tinh nang m&i ma Microsft hy vong s€ bién Windows Server 2003 thanh mdt nén
tang server ly tudng cho moi t6 chiic voi moi cap do.

Tinh sin sang: H? Windows Server 2003 [143; c?i thi?n ténh s?n s[] thung qua s? h? tr? clustering (x?p
nhiim) [ ¢?i ti?n. Céc dich vu clustering da tr¢ thanh thiét yéu cho céac to chure trién khai cac ing dung



danh gia kinh doanh va thuong mai dién tir boi chung c6 nhimng cai tién quan trong cho kha ning sin
sang, tinh c6 thé mo rong va kha niang quan ly. Ho Windows Server 2003 hd tro cic nhom server dén 8
nat. Néu mot trong cac nat trong nhom hong hoc hay do bao tri, mot nit khic ngay 1ap tirc thé chd dé
cung cap dich vu. Windows Server 2003 ciing hd trg NBL (Network Load Balancing, can bang tai mang)
dé can bang luu lugng IP dén cac nut trong mot cluster.

Kha ning c¢6 thé mé rong: Ho Windows Server 2003 cho phép kha ning c6 thé mé rong thong qua ?scale-
up? [2], duge cho phép béi SMP (symmetric multiprocessing, da xir Iy dbi xtmg) va ?scale-out? [2], duoc
cho phép boi clustering (tao nhom). Nhitng thir nghiém bén trong cho thay khi so sanh véi Windows 2000
Server, Windows Server 2003 chuyén giao hiéu suét thuc hién dén 140% t6t hon trong hé théng file va
hiéu suét tot hon dang ké trong cac tinh ning khac nhu Microsoft Active Directoryd service, Web server
va cac thanh phan Terminal Server ciing nhu cac dich vu két ndi mang. Windows Server 2003 hd tro t6i
32 duong SMP thong qua ?scale-up? va hd trg ca hai bo xur Iy 32-bit va 64-bit.

Tinh an toan: Nhitng doanh nghiép ngay nay dang m¢ rong mang LAN truyen thdng ctia ho. Nhu mot hé
qua tat yéu, an ninh hé thong dang bi de doa. Pé dam bao su chic chin, d6 an toan va tinh tin cay,
Microsoft da xem xét, can nhac, cai tién va dua vao Windows Server 2003 nhiéu tinh ning bao mat méi
va quan trong:

The common language runtime [1] (CLR - b¢ thyc thi ngdn ngir chung) : CLR cai tién tinh tin cay va
giup dam bao mdt moi trudng tinh toan an toan. N6 1am giam so lugng 18i k¥ thuat va nhing 16 héng vé
bao mat duoc tao ra boi nhiing 16i 1ap trinh phd thong. CLR ciing xac minh riang cac (mg dung co thé
chay ma khong c6 15i va kiém tra nhiing ?gidy phép? bao mat cé thich hop hay khong.

Internet Information Services (IIS) 6.0: Pé ting an toan cho Web server, IIS 6.0 dugc cAu hinh cho sy bao
mat t6i da. IIS 6.0 va Windows Server 2003 cung cap giai phap Web server dang tin cdy, hiéu qua, két ndi
thong sudt va tich hop nhat véi sy chiu dung 15i, yéu cau hang doi, giam sat img dung, vong lap chu ky
mg dung tu dong, cat giir (caching) va nhiing thir khac. Nhiing tinh ning méi trong IIS 6.0 cho phép ban
quan ly doanh nghiép an toan trén mang.

Két n6i thong sudt Windows Server 2003 ¢6 thé tao ra co so ha tang cho nhiing gidi phap kinh doanh dé
két ndi tot hon vé6i nhimng nguoi lam thu€, nhimg d6i tac, nhimg hé thong va khach hang. Cuy thé,
Windows Server 2003 cung cap mot Web server tich hop va streaming media server giip tao ra nhanh
chong va bao mat cac Website dong trén intranet va Internet. Ké dén né cung cip mot application server
tich hop cho phép dé dang phat trién, trlen khai va quan 1y nhimng dich vu Web XML. Cubi cung 1a viéc
cung cap cac cong cu cho phép ban két nbi voi cac dich vu Web XML t6i nhitng tmg dung ndi bo, nhiing
nha cung cap va nhimg ddi tac.

XML Web Services (cac dich vu Web XML): IIS 6.0 1a mét thanh phan quan trong trong dong san pham
Windows Server 2003. Nhimg nguoi quan tri va cac nha phat trién yéu cau mot nén tang Web nhanh,
dang tin cdy, kha ning mé rong va bao mat. Nhiing cai tién dang ké vé kién trac trong IIS bao gdm mot
m6 hinh tién trinh méi cai thién rat nhiéu tinh tin cay, kha nang mé rong va hiéu suat thuc hién. An toan
bao mat duogc ting 1én do nguodi quan tri hé thong cho phép hay v6 hiéu hoa nhiing tinh ning hé thdng
dua trén nhimg yéu ciu tmg dung.

Két ndi mang va truyén théng: Nhitng cai tién va nhiing tinh ning méi cho két ndi mang va truyén thong
trong ho Windows Server 2003 m¢ rong tinh linh hoat, kha ndng quan ly va d6 tin cdy cua cac co s6 ha
tang mang. Phin nay ching t6i s& khao sat chi tiét trong muc 2 cua bai bao dudi day.
Céac dich vy Enterprise UDDI: Windows Server 2003 bao ham céc dich vu Enterprise UDDI [3], mdt co
so ha tang dong va linh hoat cho cac dich vu Web XML. Giai phap dua trén co so nhitng chuan nay cho
phép cac cong ty chay dich vu UDDI néi bg cua ho cho viéc sir dung intranet hay extranet. Nhitng nha
phat trién c6 thé tim thay dé dang va nhanh chéng cac dich vu Web c6 sin trong pham vi to chirc d6. Cac
nha quan tri IT c¢6 thé phan loai va quan 1y nhitng tai nguyén c6 kha nang chuong trinh hoa trong mang
ctia ho. Véi cac dich vu Enterprise UDDI, cic cong ty c6 thé xdy dung va trién khai cac ung dung nhanh
chong va dang tin cay hon.

Céc dich vu Web XML va .NET[1]



Nhu di duge dé cép trong phan gioi thiéu, Microsoft .NET duoc tich hop séu trong dong san pham
Windows Server 2003. N6 cho thay mot mirc do tich hop chua timg thdy ctia phan mém st dung cac dich
vu Web XML. ‘?Ngam‘? vao trong cac san pham tao ra nén tang Microsoft, NET cung cap kha nang de
xay dung, host, trién khai nhanh chong va tin cdy va str dung an toan nhiing giai phap két ndi 'thong sudt
thong qua cac dich vu Web XML. Nén tang Microsoft cung cap mét bd cac cong cu phat trién, cac img
dung client, cac dich vu Web XML va céc server can thiét dé tham gia vao trong thé giéi két ndi thong
sudt ndy. Mubn tim hiéu sau hon vé Nén tang NET va nhitng loi ich cua né trong ho Windows Server
2003 céc ban c6 thé tim hiéu trong cic bai viét chuyén dé vé NET di duoc ding trong cac sb thang
12/2002 va 02/2003.

Céc dich vu quan 1y : Windows Server 2003 dua ra nhiéu cong cu quan 1y ty dong hoa méi bao gdm
Microsoft Software Update Services (SUS) va cac Server Configuration Wizard dé giup tu dong hoa cong
viéc trién khai. Viéc quan ly Group Policy duge thyc hién dé dang véi Group Policy Management
Console (GPMC) mdi, cho phép nhiéu t6 chirc tan dung t6t hon dich vu Active Directory va nim lay loi
thé ctia chiing. Ngoai ra, nhitng céng cu command-line (dong 1énh) cho phép ngudi quan trj thyc hién
nhiéu tac vu ?command console?.

Quan ly luu gitr : Windows Server 2003 ¢6 chira nhiing déc tinh mé6i va néng cao kha néng quan 1y cong
viéc cat giit, quan 1y va bao tri dia va dung luong dia, du trit va phuc hoi dit liéu va két ndi vai cac
Storage Area Network (SAN).

Terminal Services (cic dich vu thiét bj dau cudi): Thanh phin Terminal Services trong Microsoft
Windows Server 2003 xdy dung trén ché d6 ?solid application server mode? trong Terminal Services cua
Windows 2000. Terminal Services cho phép ban chuyén giao cac ing dung trén nén Windows, hay ban
than Windows desktop, téi bat cir mot thiét bi tinh toan nao ?bao gdm ca nhiing tng dung khong chay
trén Windows.

2. Nhitng cai tién va tinh ning moi cho két n01 mang va truyen thong

Nhimg tinh ndng moéi va cai tién cho két ndi mang va truyén thong trong ho Windows Server 2003 cho
thay tinh linh hoat, kha ning quan 1y va tinh déng tin ciy cta nhiing co s ha tang mang, mo rong trén
nén tang duoc thiét 1ap v6i ho Windows 2000 Server. Sau day ching tdi s€ gidi thiéu tong quan vé cac loi
ich, cac tinh ning méi ciing nhu nhiing cai tién cho dich vu két ndi mang va truyén thong trong ho
Windows Server 2003.

2.1. Cai thién tinh da ning

Internet Protocol version 6 (IPv6) : Pay la giao thic Internet phién ban 6. IPv6 [4] 1a thé hé ké tiép cua
cac giao thuc tang Internet ctia bd giao thirc TCP/IP. IPv6 giai quyét nhitng van dé hién tai ciia IPv4,
(giao thuc Internet dang st dung) vé van dé thiéu hut dia chi, an toan bao mat, tu dong cAu hinh, kha nang
mo rong va hon thé nira. Trinh diéu khién giao thirc IPv6 dugc cung cap bai Windows Server 2003 1a mot
san pham chat luong va chira dung nhiing tién ich thiét thuc, hd trg API trong pham vi rong (nhu
Windows Sockets, Remote Procedure Call [RPC] va IPHelper) va cac thanh phan hé thdng c6 kha ning
IPv6 (IPv6-enabled) nhu Microsoft Internet Explorer, Telnet client, FTP client, IIS 6.0, chia x¢é tap tin va
may in va nhiing tht khac. IPv6 trong Windows Server 2003 ciing c¢6 kha ning hd tro nhiing cong nghé
cung ton tai IPv6/IPv4 [4] nhu ?6t04? [4] va ISATAP [5] (Intra-site Automatic Tunnel Addressing
Protocol).

Point-to-Point Protocol over Ethernet (PPPoE) [13] : Windows Server 2003 chuyén giao mét trinh diéu
khién PPPoE dé thuc hién nhing két n6i bing rong cho nhitng nha cung cap dich vu Internet (ISP) nao do6
ma khong can phan mém bd sung. Nhitng doanh nghiép nho hay nhitng vin phong chi nhanh ty hanh toan
c6 thé ciing dung nhimg kha ning dial (quay s6) theo yéu cau ciia PPPoE dé tich hop véi dich vu Routing
and Remote Access (dinh hudng va truy nhép tr xa) va NAT [6].

Network Bridging : Network Bridging (bic cau qua mang) cho phép nhimng nha quan tri r7n(')i lién? cac
doan mang v6i nhau khi str dung may tinh chay Windows Server 2003. Trong mét mang g6m nhiéu doan
(multi-segment network), mot hay nhiéu may tinh co thé c6 bo tiép hop nhu mot bd tlep hop khong day,
mot bo tiép hop goi quay s (dial-up) hay mot bo tiép hop Ethernet. Cong viée bic cdu qua nhitng bo tiép



hop nay cho phép cac may tinh va cac thiét bi trén mdi doan ciia cac doan mang lién lac v6i nhau thong
qua cau ndi hodc truyén théng véi Internet khi Internet Connection Sharing (ICS) [7] duoc trao quyén.

Internet Protocol Security (IPSec) qua NAT [6]: Piéu trd ngai khi str dung cac VPN [10] trén co s IPSec
[8] hodc nhiing tng dung dugc bao v¢ bdi IPSec (IPSec-protected) di qua mot NAT dugc loai tru.
Windows Server 2003 cho phép mét L2TP [14] (Layer Two Tunneling Protocol) qua IPSec (L2TP/IPSec)
hay mot két ndi IPSec [8] di qua mot NAT. Kha nang nay dya trén cac chuan IETF gan day nhat. Mot
ngudi quan tri ¢6 thé ciing sir dung dic tinh nay dé bao dam luu lugng Microsoft Exchange Server trén
mang vanh dai (perimeter network) dén mot mang ndi bo (internal network) chay Exchange Server hay
mot server ung dung mang vanh dai t6i mot server ung dung cia dbi tac trén Internet ma khong doi hoi
mot server VPN [10].

2.2. Kha ning quan 1y mém déo

Nhimg bo sung cho Group Policy : Nhimng cai tién moéi cho Group Policy (chinh sach nhom) trong
Windows Server 2003 gitip nguoi quan tri diéu khlen thong qua da s6 cac thiét 1ap cau hinh mang. Chang
han, nguoi quan tri bay gio ¢6 thé cau hinh mot sb thiét lap DNS client trén cac may tinh chay Windows
Server 2003 c6 st dung Group Policy. Hon nira, tinh ning Group Policy c6 thé duoc sir dung dé cho phép
hay han ché sy truy cdp cdu hinh ngudi dung t&i nhitng thanh phan ca nhan cua giao dién nguoi ding
mang.

Connection Manager Administration Kit (CMAK) dugc nang cao : CMAK [12] da cho nhiing nguoi quan
tri kha ning dé xac dinh trudc nhitng hién trang két ndi cho nhiing nguoi ding truy cip tir xa co chay
Windows XP, Windows 2000, Microsoft Windows NT 4.0, Windows Millennium Edition (Windows Me)
va Windows 98. Windows Server 2003 chuyén giao nhitng tinh ning méi va nhing cai tién cho CMAK,
cho phép nguoi quan tri cung cap nhiéu hon mot server VPN [10] cho cac két ndi, m¢ ding nhép cho
ngudi dung cudi, tu dong cau hinh nhiing thiét dat Gy quyén (proxy) trinh duyét trén nhimg may tinh
client, cho phép hodc vo6 hi€u hoa ?split tunneling? [15] dugc thyc hién trén may tram client va cau hinh
cac ?key? chia xé trude cho cac két néi L2TP/IPSec.

Nhimng cai tién IAS [11] : Nhing trién khai mang khong day lam téng thém dang ké nhu cau cho nhiéu
may server RADIUS [16] va nhing cong cu tbt hon dé chin doan nhimg vin dé chung thyc
(authentication) va quan ly diéu khién truy cap mang. Windows Server 2003 di dé tam dén van dé nay
voi nhitng tinh nang moi cho phép IAS [11] gui thong tin ddng ky t61 mét server chay Microsoft SQL
Server dé cho phép cac truy van SQL cao cap (advanced SQL) dé phong nhiing trudng hop truy cap mang
di qua xi nghiép, nhiing tinh ning chimg thuc 802.1X [9] mdi, chimg thuc ?cross-forest? va nhiéu tinh
ning khac. Khi str dung IAS [11], Windows Server 2003 thuc hién trién khai dé dang cac giai phap cao
cap cho sy diéu khién truy cdp mang duoc ching thyc trong nhiing truong hop c6 day , khong day va truy
cap tu xa.

Nhitng sy mé rong quan ly va tich hop : Ho Windows Server 2003 chuyén giao nhing tinh ning két ndi
mang méi dé don gian hoa viéc quan 1y mang. Mot Network Load Balancing Manager méi ¢6 chtic ning
quéan 1y can bang tai mang. Su hd trg RFC 2734 cho phép luu lugng TCP/IP trén mot kénh ndi tiép IEEE
1394. Vé6i sy xtc tién cam két bao mat, Windows Server 2003 cung cép su hd trg cho nhom Diffie-
Hellman 2048-bit. Nhom ndy cung cap mdt sy trao ddi khoa Diffie-Hellman chéc chin va an toan hon.

2.3. Nhiing cai tién nang cao do tin cay

Internet Connection Firewall (ICF, tudng Itra két ndi Internet): ICF [17] duogc thiét ké dé s dung cho
doanh nghiép nho, cung cip su bao vé co ban trén nhig may tinh duoc két ndi truc tiép vao Internet hay
trén nhitng doan mang cuc bd (LAN). ICF c6 thé dung duoc cho LAN, dial-up, VPN [10] hay cac két ndi
PPPOE [13]. ICF tich hop voi ICS [7] hay véi dich vu dinh tuyén va truy cip tir xa (Routing and Remote
Access service).

IPSec Network Load Balancing (can bang tai mang IPSec [8]): Network Load Balancing dugc cung cip
b6i Windows Server 2003 va hd tro ca luu lwong IPSec. Nguoi quan tri c6 thé sit dung Network Load



Balancing cho mdt nhom céc server dé cung cap do tin cdy ?scale-out? [2] va nang lyc cho nhiing trlen
khai cac ing dung duoc bao vé bai IPSec [8] va nhiing trién khai cong VPN [10] Windows. Cho céc cong
VPN, nhiing cai tién NLB [18] hd trg ca cic VPN L2TP [14]dugc bao vé bdi ma hoa IPSec va nhing két
ndi VPN trén nén PPTP (Point-to-Point Tunneling Protocol).

Network Access Security v6i 802.1X (bao mat truy cip mang v6i 802.1X): Cac cong ty co thé chuyén
sang mOt md hinh bado mat dam bao tat ca su truy nhap vat ly dugc chimg thuc va ma hoa, trén co so hd
trg 802.1X [9] trong Windows Server 2003. Khi str dung nhing diém truy cap khong day trén nén 802.1X
hay cac switch, cac cong ty c6 thé dam bao rang chi c6 nhing hé thong duge ty thac mai cho phép két
ndi va trao doi nhirng géi dir liéu voi nhitng mang dugc bao mat.

IAS RADIUS Proxy va Load Balancmg TIAS [11] hd tro nhung kha nang uy quyen RADIUS [16]
(RADIUS proxy), c6 tinh dén su chuyen tiép dua trén co s quy tic mém déo, su chuyén tiép c6 chon loc
cho chimg thuc va nhitng yéu cau vé tinh toan dén cac server RADIUS [16] khac va kha ning ép budc
client str dung mot ?tunnel? (dudng him) bat budc co hay khong co su ching thuc ngudi dung. Ning luc
chuyén tiép co thé dugc st dung khi nhiing ngudi dung dang két ndi tir nhimg ?forest? hay nhiing
?domain? khéng dugc uy thac.

Loi két

Windows Server 2003 hién da sin sang cho nguoi st dung. Microsoft da hoan tit viéc dong goi 4 phién
ban ciia Windows Server 2003 : Datacenter Edition (danh cho tmg dung nghiép vu téi quan trong, doi hoi
kha ning mé rong va kha ning san sang cao nhat), Enterprise Edition (c6 do tin cdy va hiéu ning rat cao),
Standard Edition (danh cho doanh nghiép) va Web Edition (phuc vu luu trit va trang web).

Cac phién ban cua Windows Server 2003 da thira huong nhiing cong nghé tién tién cia Windows 2000
Server. Véi sy bo sung nhiing tinh ning moi va nhimg cai tién mang tinh cach mang, khi s dung
Windows Server 2003 céc to chirc ¢6 thé nhanh chong duoc 1oi tir nhitng nén tang tich hop dé trién khai,
quan ly va st dung, lam cho hé théng mang tr¢ thanh mot tai san chién lugc trong thoi budi canh tranh
ngay hom nay.

ThS. Nguyén Hoang Linh
Trung tam VTQT KV-1/VTI
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Thay dobi trong File Manager Thay dobi quan trong nhét trong Windqws NT File Manager la Eile Manager
bay gio la img dung 32 bit va File Manager hién da ho trg hé thong file cai dat duoc, chang han nhu
NTFS.

1. Da ludng Windows NT File Manager da dugc cai tién va mot sO chire niang hién nay la da ludng.
Chang han tim kiém file va 1&én khuén dang dia mém hién c6 thé dugc thuc hién dudi ngam trong khi thuc
hién cac cong viéc khac trong File Manager.

2. Menu File Duéi Properties, hién da c6 nut Open By. Nit nay chi xuét hién dudi File Properties khi file
da dugc chon trudc khi File Properties dugc chon. N6 s€ mé mot hop doi thoai gom total opens, total
locks, ai co file mo, va dat tuy chon.

3. File Associate File Associate hién bao gdm ca cac chire nang duge cung cap cho Windows 3.1, boi
chuong trinh REGEDIT trong Windows 3.1. Cac thiét 1ap ctia n6 dugc luu trong Windows NT Registry
duoi HKEY CLASSES ROOT.

4. Menu Disk

Khong con tuy chon dé tao mot system disk nita.

Connect va Disconnect 1a cac muc riéng biét trén menu.

Share As - cho phép chia sé cac thu muc.

Stop Sharing - ngung chia sé thu muc.

Menu Options

C4 thé hoa thanh cong cu

Thanh cong cu co thé duoc cho phép hodc khong cho phép
- Drivebar co the dugc cho phép hodc khong ~ cho phép
- Open New Windows on Connect - khi noi véi 6 mang, tuy chon nay tao mot cira s6 d€ hién thi ndi dung
clua 0.

6. Menu Window
Tile Horizontally -sap xép cac ctra s6 0 dia dang mé theo chiéu ngang

Tile Vertically -sap xép cac cira s6 6 dia theo chiéu doc

7. Menu Security



-Permissions - cho phép thiét 1ap quyén trén thu myc va file
-Auditing - cho phép kiém soat dugc thi€t 1ap trén thu muc va file
-Owner - cho phép quyén chu s¢ hitu dugc lay ra tir thu muc va file

8. The new Toolbar

Thanh cong cu cia Windows NT File Manager rat gidng Windows for Workgroup File Manager. Thanh
cong cu ndy c6 thé cau hinh hoa dugc, tuy nhién s& khong bao boc ddi véi nhitng nat khong dit vira man
hinh. Vi vay néu ¢6 qua nhiéu muc trong thanh cong cu thi ching s& bi nim ngoai man hinh. C6 thé s& c6
véan dé néu nguoi ding chuyén tir driver man hinh phén giai cao (1024x768) sang do phéan giai thip hon
(640x480) boi vi ho s& khong thé cho tat ca cac muyc vao trong man hinh.

Khac biét chinh gitra thanh cong cu mac dinh trong Windows NT va Windows for Workgroups la trong
Windows NT c6 nut an toan.

II. H§ tro hé thong file

Windows NT hd trg nhiéu hé théng file tich cuc c6 thé duoc nap vé nhu bat ky driver nao. Diéu nay
khién Windows NT c6 kha ning hd tro bat cit hé thdng file nao chimg nao mét driver dugc phat trién cho
n6. Theo mic dinh Windows NT hd trg nhitng hé thdng file sau:

- Hé thong tép MS-DOS FAT

- Hé théng tép OS/2 HPFS

Hé théng tép Windows NT NTFS méi

- Hé thdng tép CD

- Hé thong tép Named Pipe

- Hé thong tép Mailslot

bé phuc vu muc dich thao luan, chung ta s€ chi tap trung trén ba hé théng tép dugc st dung trong cac o
dia cing doc/ghi: FAT, HPFS va NTFS.

1. Chon hé théng tép

NTFS la hé thong tép thong thuong, tuy nhién trong mét sb trudng hop ciing c6 thé can sir dung cac hé
théng tép khac. Chéng han, néu hé théng chay mot hé diéu hanh khac thi it nhit mot phéan vung-partition
phai duoc 1én khuon dang theo cach cua hé diéu hanh d6. Trong trudng hop MS-DOS, thi partition thir
nhit phai dwoc 1én khuon dang bang hé thong tép FAT. Hé thong tép FAT c6 mét lgi diém 1a n6 duogce sir
dung rong rai va dugc nhiéu hd tro cta cac hé diéu hanh khac. 4

Pé xéac dinh chinh xéc st dung h¢ théng file ndo, can thiét phai c6 mot s6 hiéu biét vé mdi hé théng file
dang duoc ho trg. _
Btrees (Bciay) 1a cAu tric cay nhi phan v6i mot géc va mot sb cac ndt. Dir liéu duoc t chire theo kiéu
logic sao cho dé duyét. Goc chira mot anh xa t6i ph?m con lai cua cu trac va cac ndt chira dit liéu.

2. Hb trog POSIX

NTFS tuan thi nhat POSIX.1 cua cac hé théng file dugc hd trg vi nd hd tro cac yéu ciu sau cia POSIX.1:
- Bat tén phan biét chit hoa chit thuong. Trong POSIX, README.TXT, Readme.txt, va readme.txt 1a cac
file khac nhau

- Tem thoi gian b sung. Tem thoi gian bd sung cung cip thoi gian khi file dugc truy nhap 1an cudi cing.
- Lién két cimg. Mot lién két cung 1a khi hai tén file khac nhau, c6 thé ndm & cac thu myc khac nhau tro
téi cung mot di liéu.

3. Loai bé cac han ché

Trude hét 1a NTFS da ting dang ké kich thudc cia cac file va cac volume sao cho chung co thé 16n t&i
264. NTFS ciing quay vé khai niém cluster ciia FAT dé tranh van dé caa HPFS d6i véi kich thude sector
cb dinh. Piéu nay dugc thuc hién boi vi Windows NT 1a mot hé diéu hanh kha chuyén va hd tro cac cong
nghé dia khac nhau. Do vay, 512 byte mot sector dudng nhu dugc coi 1a chua chic di phai ludn ludn
khép voi cac dinh vi. Piéu d6 dugc thuc hién boi cho phép cluster duge dinh nghia nhu tich cua kich
thudc dinh vi ty nhién cia phan cimg. Cudi cing, trong NTFS tit ca cac tén file 1a Unicode va tén kiéu
8.3 duogc gilt cung vai tén dai.



4. Uu diém ciia NTFS

NTFS la giai phap t6t nhat khi st dung cac volume kich thudc 400 MB hoic hon. Ly do 14 vi hiéu ning
hé théng khong giam di trong NTFS nhu 1a trong FAT khi kich thuéc volume tang 1én.

Tinh c6 thé phuc hdi dugc thiét ké trong NTFS sao cho nguoi ding khong bao gio phai chay bat ky mot
kiéu tién ich stra dia nao trong mot partition NTES.

5. Nhwoe diém ciia NTFS

N6i chung khéng NTFS khong duge khuyén céo sir dung ddi v6i cac volume cé kich thude nhé hon 400
MB vi khong gian luu chuyén trong NTFS thuong 16n. Khéng gian luu chuyén nay dudi dang cua céc file
hé théng NTFS thong thuong sir dung it nhit 4 MB 6 dia trong mot partition ¢ kich thuéc 100 MB.
Déng thoi, khong c6 ma hoa file trong NTFS. Do do, ai d6 ¢6 thé khoi dong dudi MS-DOS, hodc hé¢ diéu
hanh khac va st dung céc tién ich soan thao dia mirc thép dé nhin dit liéu duge luu trong volume cua
NTEFS.

Khong thé 1én khuon dang cho mot dia mém trong hé thdng file NTFS, Windows NT 1én khuon dang tat
ca cac dia mém véi hé thong file FAT. Ly do 13 bai vi thong tin luu chuyén trong NTFS s& khong dat vira
trong mot dia mém.

6. Quy worc dit tén cia NTFS

- Tén file va thu muc c6 thé dai d&én 255 ky tu, va c6 thé gdm bat cir mé rong nao.

- Céc tén van duy tri chit hoa chir thuong, nhung khong phan biét chit hoa chir thuong. NTFS khong phan
bi€t tén file dya trén chit hoa chir thuong.

- Tén c6 thé chira bat ky ky tu ndo ngoai cac ky ty: 2" /\ <> * | :

Chu y Hién nay, tir dong 1€nh chi c6 tén file dai 253 ky tu co thé duoc tao.

7. Cac tén file phan biét chir hoa chir thwong dwoc quan Iy nhw thé nao

Nhu da ndi ¢ trén mot trong nhitng yéu cau cua POSIX duoc NTFS hd tro 1a cach dit tén phan biét chit
hoa chir thudng. NTFS, mot phan hé POSIX va cac tng dung POSIX khong c6 van dé gi trong viéc sir
dung tén file phan biét chit hoa chit thuong. Tuy nhién, WOW, VDM, 0OS/2 va Win32 hién khong hd tro
cac dat tén phan biét chit hoa chir thuong. Do do, bat ky tmg dung nao chay trong bit ky méi truong nao
trong s6 nay c6 thé nham 14n vi cac file sir dung cac tén phan biét chir hoa chir thuong.

Gia st ¢ mét thu muc trén mot voulme NTFS, trong do6 c6 ba file _chfmg han nhu: readme.txt,
Readme.txt vi README.TXT - CMD.EXE va File Manager s& hién thi ca ba file. Tuy nhién khi thao tac
cac file nay thong qua dau nhac dong 1énh Windows NT hodc File Manager cac file s¢ dung d6 voi nhau.
Gia du copy nhing file nay vé thu muc gdc, no s& copy toan bd ca ba file, nhung chung s& copy 1én trén
moi file khac va s& c6 mot file readme.txt trong thu muc gbc v6i ndi dung cia file thir ba duoc copy.
Windows NT Notepad nhin thay ca ba file va hién thi ching theo dung chir hoa chit thuong trong hop ddi
thoai mo file. Tuy nhién, du file nao dugc mo, Notepad s& luén luén mé va ghi vao readme.txt va hién thi
README.TXT trong thanh tén. EDIT.COM cua MS-DOS 5.0 cling hoat dong nhu Notepad.

Windows NT c6 ca hai tuy chon tén phan biét va khong phan biét chit hoa chit thuong. Mic du NTFS ho
tro tén phan biét chir hoa chit thuong, hién nay chi c6 phan hé POSIX 1a st dung tén phan biéc chit hoa
chir thuong.

8. Cach quan ly sw khac nhau trong cach dat tén file

Ca HPFS va NTFS déu twong thich voi FAT, tirc 1 déu chap nhan va sir dung cac tén file chuin FAT 8.3,
nhung chiing ciing déu hd tro tén file dai. Tuy nhién, chi c6 NTFS giir tén file 8.3 cting voi tén file dai
(dugc tu dong). Tén file 8.3 ciia NTFS co thé duoc thé hién trong File Manager (chi tiét-File Details) hay
bang dong 1énh "DIR/X"

Chu y: Vi HPFS chi c6 tén file dai va FAT chi chira tén file 8.3, nén Iénh DIR /X s& c6 cot trrfmg O cOt thir
2 ctia tén file néu phan ving ctia n6 1a HPFShay FAT.

NTFS cho phép cac tng dung MS-DOS va Windows 3.x nhan biét hay nap cac file tham tri ca tén file dai
NTFS. Thém nita img dung MS-DOS/Windows 3.x cit file trén volume NTFS, c4 tén file 8.3 va NTFS
duogc chap nhan.

Chu ¥: Khi cét file tir tng dung MS-DOS/ Windows 3.x trén volume NTFS, néu tmg dung luu né ra file



tam, xo04 file ban dau, ddi tén file tam thanh file ban dau, TEN FILE DAI DPUQC PHEP! Hon nita cic
quyén trén file nay ciing duoc dam bao trén file moi.

Khi sir dung tén file dai cho cac biéu twong trong Program Manager, néu c6 dau tring trong duong dan thi
phai dat dudong dan trong du nhay kép "". Vi du Word for Windows trong thu muc D:\Word for
Windows, thi dong Command Line la: "D:\Word for Windows\winword.exe".

COPY, XCOPY, va tén file dai

Ngam dinh COPY XCOPY sao chép file véi tén dai ciia n6 khi sao tén file dai tir NTFS hay HPFS sang
FAT s& c6 10i:

The filename, directory name, or volume label syntax is incorrect.
va 1énh nay sai khi gap phai tén file dai.

C6 thé dung COPY/XCOPY, tir phan ving NTFS sang FAT véi thong s6 méi /n. Thong s6 nay cho
COPY/XCOPY su dung tén file 8.3 NTFS sinh ra.

Tén file NTES 8.3 dugc sinh ra thé nao ?

NTEFS sinh ra tén file NTFS 8.3 theo céach:

- Bo cac ky tu tring.

- Céc dau chidm dugc loai trir ddu chim cubi ¢ tén file ma né c6 mot ky tyr tiép theo. NTFS hiéu dau cham
cubi va ba ky tu tiép theo 1a phan mé rong cia tén file.

- Thay tat ca cac ky tu trong DOS khong hop cach boi dau gach duéi ().

- Gop tén file to1 6 ky tu (khong co phan mo rong), voi ky tu (~), va s6 tuan ty dé phan biét duy nhét. Cac
s6 don duoc thir dau tién. Néu xung dot thi s6 c6 hai chit s6 dugc thir. Trong qua trinh so sanh tén file, no
cling xac dinh dugce phan mé rong tén file.

- N6i phan mé rong véi 3 ky tu.

File System Drivers va Registry Entries

MGi file trong 3 hé thdng file déu dugc tao tir cac phan sau:

- Trinh diéu khién hé  thong file (File System Driver)

- D6 chinh 1a mdt phan cia hé thong file 14 trinh diéu khién hé thong file trong h¢ thdng . Cac trinh diéu
khién hé thong file c6 thé dugc cau hinh trong Control Panel & phan Devices, ngdm dinh gia tri khoi dong
(startup) 12 Disabled. Ving cho File System Drivers c6 thé thiy trong:

\HKEY LOCAL MACHINE

\SYSTEM

\CurrentControlSet

\Services

\

- Trinh x4c nhan hé thong file (File System Recognizer) La mot phan trong hé thong file dé nhan biét
xemmot hé thdng file c6 can thiét phai duoc nap trén hé thong hay khong. Khi mot 6 dau tién duoc truy
nhap, néu trinh xac nhan hé thong file dang chay, trinh xac nhéan s& khai dong hé thdng file twong tmg va
sau d6 no tu két thiic (chét). Twong tu né ciing c6 thé duge cdu hinh trong Control Panel Devices va c6
gi4 tri ngm dinh khoi dong 1 System. Ving cho File System Recognizers co thé thiy trong:

\HKEY LOCAL MACHINE

\SYSTEM

\CurrentControlSet

\Services

\

- Thu vién lién két dong tién ich hé thong file(File System Utility Dynamic Link Library-DLL) La mot
phan cia hé thong file chira cac thuc thé (entry) dic ta hé thong file cho céc tién ich nhu CHKDSK va
FORMAT. Dé cho hé thong file duoc cai dat méi 1am viéc v6i nhing tién ich nay thi tién ich hé thong
file DLL can duogc cung cap.

Loai phan ving FAT HPFS NTFS

File System Driver FASTFAT.SYS PINBALL.SYS NTFS.SYS



File System FAT REC.SYS HPFS REC.SYS NTFS REC.SYS
Recognizer

File System UFAT.DLL UHPFS.DLL UNTFS.DLL

Utility DLL

Tat cé cac file hé thdng file co thé tim trong thu muc con \\System32
Giai Phap Quan Ly Mang Tur Xa Cho Microsoft [12/9/2003 5:03:00 AM]

Mot trong nhitng van dé nan giai ma cac nha quan tri Microsoft dang dwong dau 1a lam sao quan ly hé
thdng tir xa theo cach an toan hon? Trong thé gioi UNIX thi cau tra 101 kha don gian: ding giao thirc
SSH. Nho c6 SSH, chung ta co thé quan 1y nhitng hé thong tir xa khong nhimg trong ché do vin ban (text
mode), ma con c6 thé chay nhiing trinh img dung X-Window tir xa bang cach dung ky thuét duong ham
giao thirc (protocol tunneling). Va tat ca nhitng cai d6 déu dung mat ma viing chic dé bao vé viéc truyén
dit liéu di tir viée truy cap trai phép.

Khéng may, dé bao vé an toan viéc truy cap tir xa dén hé théng MS Windows thi khong dé dang mot chit
nao. Tai sao? Thir nhét, chi c6 NT Terminal Server, 2000 Server va XP dugc trang bi nhiing dich vu quan
ly tir xa (Terminal Services). Thir hai, giai phap quan Iy hé thdng MS Windows ¢ kha ning 1a khong ma
hoa dir li€u truyen di (gidng nhu VNC), hoic 1a su bd sung cua ho thuong di lién v6i nhitng chi phi thém
vao kha dang ké.

Bai viét nay s& mo ta phuong phap chung cho viéc quan ly tir xa ma co thé dugc ding dé quan 1y hau hét
tat ca h¢ thong cua MS Windows: tr Windows 95 Ién dén XP. Phuong phap nay khong nhimng chi dung
chi phi thap nhat, ma con c6 sy bao méat tuong doi cao hon.

Giai Phap

Nhitng dic diém nao ma giai phap quan 1y mang tir xa nén c6? Thir nhét, 1a phai thiét thue. Mic dau trong
truong hop cua hé thong Unix, viéc sir dung phuong phap nay dé quan ly MS Windows kha xa voi y
tuong trén. Boi vi MS Windows 12 mot hé thong dua trén méi trudong dd hoa, viéc quan 1y tir xa ciing nén
thyc hién trong mot ché do dd hoa. Bén canh d6 ciing phai an toan hon. Giai phap nay khong nhiing cung
cap su thim quyén cho ngudi st dung, ma con phai dam bao tinh can mat va toan ven hon cho viéc
truyén dir lidu.

Trong gidi phap nay, tat ca nhitng yéu cau trén s€ dugc gap ¢ day bang cach dung phan mém cé ma
ngudn mé sau:

+ VNC - VNC (Virtual Network Computing) cung cap su quan 1y do hoa cho nhitng hé thong tir xa. O
truong hop cua chung ta, phan mém VNC s& la phan 'cbt 161" cua toan bo giai phap nay. N6 s& cling cAp
mot ban giao tiép d6 hoa (graphic console) dén hé thing MS Windows tir xa.

+ Stunnel - Muyc dich chinh cua tién ich Stunnel 1a tao ra nhiing dudng him SSL dé truyén dir liéu,
thuong 1a nhimg giao thirc khong ma hoa. O giai phap dang miéu ta & day, cong cu nay s& dugce ding dé
bao vé giao thirc VNC. Nho ¢6 Stunnel, né khong nhimg bao dam duogc tinh cin mat va toan ven trong
viéc truyén dir liéu, ma con xac thuc may khach ctia va may cha VNC.

+ OpenSSL - OpenSSL 1a mot thu vién mi hod ma c6 thé dugc dung dé nang cao nhing tmg dung bai
chirc ndng ma hoa dit liéu. Dung OpenSSL chiing ta cling c6 thé tao ra, ky hiéu va huy bé chimg nhan ma
c6 thé duge dung trong giai phap dua trén kién tric khoa cong cong (public key infrastructure). O phuong
phap bén dudi cong cu ndy s& dugce dung dé tao va ky hiéu chimg nhan can thiét dé xac thuc ca may
khach 1dn méy chu ctia VNC.



Hinh sau day cho thdy cach ma phan mém dé cip ¢ trén dugc dung dé cung cdp su quan ly viing chic
mang tu xa:

Bay gio, hay thyuc hanh giai phap dugc micu ta & day.

Cai dat phan mém

Giai doan dau tién cia viéc quan 1y an toan tr xa 13 phai cai dat phin mém.
VNC

Pé dung VNC, ta phai tai Vé} (www.uk.research.att.com/vnc/ ) va cai dat né trén mdy chu ma ta mudn
quan ly & xa ma s€& dugc dé cap dudi day. Tiép theo, ta phai ding ky dich vu VNC (Start Menu ®
Real VNC ® VNC Server ® Register VNC Server Service) va khoi dong lai hé thong.

Sau khi khéi dong lai hé théng, ta phai dat vai tham s6 co ban cia dich vu VNC. Quan ‘trong nhat la go
mot mat khau phu hop dé bao vé dich vu VNC chdng lai su truy cép trai phép. Budc tiép theo 1a tat tuy
chon "Enable Java Viewer" (n6 khong duoc st dung ké tir khi tuy chon ndy yéu cau hai dudng ham SSL
riéng bi€t), theo nhu hinh bén dudi.

Sau khi dinh xong cdu hinh cho may chu VNG, ta nén tai phan mém may khach VNC (vncviewer.exe) va
dat n6 & may chu ma no s€ 1a may khach cua VNC.

O diém nay ta nén kiém tra néu may khach VNC c6 thé thiét 1ap mot ndi két dén may chu VNC. Néu
nhiing chuong trinh c6 thé lién lac 1an nhau dugc, thi ta hoan thanh viéc dinh cau hinh

Béi vi mdy chu VNC chi ¢6 kha nang truy cap boi mdt Stunnel cuc bd, nhitng muc nhép theo sau nén
duoc thém vao Windows Registry trén may chi VNC:

CODE

Key: HKEY LOCAL MACHINE\Software\ORL\WinVNC3Name: LoopbackOnly
Type: REG_ DWORD

Value: 1

Nhitng muc nhap & trén 1am cho né ¢ kha ning dung két nbi loopback, va chi gidi han listen ¢ cong
5900/tcp dén localhost (127.0.0.1). Nho d6, may chi VNC s€ khong bi truy cap truc tiép tir mang may
tinh. Néu ta khong mudn nguoi sir dung tit dich vu VNC trén host ciia may chii VNC, thi nhap vao
Registry:

CODE

Key: HKEY LOCAL_ MACHINE\Software\ORL\WinVNC3\Default
Name: AllowShutdown

Type: REG_ DWORD

Value: 0

Pé kich hoat nhiing su thay doi & trén, ta phai khoi dong lai dich vu VNC.
Stunnel

Budc tiép theo 1a cai dat tién ich Stunnel. Dé cai dat, ta tai Xuéng va dat no6 trén may chi va may khach
cua VNC, trong thu muc: C:\Program Files\Stunnel. Ta cling nén tai thém hai thu vién cua Stunnel:
libeay32.dll, libss132.dll1.

Néu ta mudn cho Stunnel tu dong bt dau khi hé théng khéi @ong, thi thém vao Windows Registry muc
sau:



CODE

Key: HKEY LOCAL MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\Run

Name: Stunnel

Type: REG_SZ

Value: "C:\Program Files\Stunnel\stunnel-4.04.exe"

OpenSSL

Luc nay thu vién OpenSSL ph?m 16n duoc cai dat nhu ;nég: dinh trong hau hét Linux phan phéi, boi vi nd
phu thudc vao OpenSSH. Tuy nhi€n, mot vai nguoi biét rang c6 phién ban OpenSSL cho MS Windows
c6 churc nang gan nhu giong nhau. Boi vi bai viét danh cho nén ting MS Windows, nén ta s€ sir dung
phién ban OpenSSL nay.

Dé cai dit va dinh cau hinh ch phan mém OpenSSL, ta phai thyc hién nhimng budc sau:

Phién ban ctia OpenSSL (openssl.exe) c6 thé tai vé tir http://www.stunnel.org/download/binaries.html .
Giong nhu chuong trinh Stunnel, ta cling phai tai thém hai thu vién: libeay32.dll va libss132.dll. Phan
mem tai ve phai dat trong thu muc C:\Program Files\OpenSSL.

Hai file khac ciing phai dwoc tai vé 1a: file ciu hinh, openssl.conf
(http://'www.securityfocus.com/data/tools/openssl.conf) va script ca.bat
(http://'www.securityfocus.com/data/tools/ca.bat), ma s€ dugc dung dé cap su ching nhan. Hai file d6 dat
trong thu muc C:\Program Files\OpenSSL. Noi dung cudi cung cua thu muc phai tuong ty nhu sau:
Budc tiép theo cip su ching nhan, ma duoc ding dé xac thyc may chi va may khach ctia VNC.

Chia khoa va viéc tao ra Bang chimg nhan (Certificates)

Certification Authority

Quy trinh cap ching nhan nén bét dau bang viéc tao mot cip khod private/public va chimg nhan cho
nhom thir ba, hay CA (Certification Authority). Chia khoa private cua CA s& dugc dung sau ndy dé ky
hiéu chimg nhén cho may chu va may khach VNC. Sy chirng nhan CA s€ dugc thay thé trén tat ca may
chu va may khach VNC. Boi vi chia khoa private cia CA 1a mét trong nhirng yéu t6 quan trong ctia moi
su thi hanh PKI, chia khoa phai dugc bao vé bang cum mat khau tot va tranh xa nhiing nguoi dung binh
thuong.

Pé tao ra mot cdp chia khoa private/public va chimg nhan cho CA, ta chay script ca.bat nhu sau:

C:\progra~1\OpenSSL\ca genca

Sau khi thyc hién nhiing budc trén, van béng CA s€ dugc bdo quan ¢ file C:\CA\CAcert.pem, va cap chia
kho4 private/public s€ dugc bdo quan ¢ file C:\CA\private\CAkey.pem.

May cha VNC

Budc tiép theo 1a generate cap chia khoa private/public va chirg nhan cho may chu VNC:
C:\progra~1\OpenSSL\ca server

Theo két qua, nhiing file sau s& dugc tao ra trong thu muc C:\CA\temp\vnc_server:

server.key - cdp chia khod private/public



server.crt - chung nhan may chu

server.pem - server.key + server.crt (yéu cau boi Stunnel)

May khach VNC

Budc cubi cing 13 tao ra cdp chia khoa private/public va chimg nhan cho may khach VNC:
C:\progra~1\OpenSSL\ca client

Gidng nhu & budc trude, nhiing file sau s& dugc tao trong thu muc C:\CA\temp\vnc_client:
+ client.key - c@p chia khoa private/public

+ client.crt - ching nhan may khach (client's certificate)

+ client.pem - client.key + client.crt (yéu cau boi Stunnel)

Céu hinh Stunnel

VNC Server

Trude khi thir thiét 1ap mot sy két ndi an toan gitta may chu va may khach cia VNG, ta phai dinh cu
hinh cho tién ich Stunnel, va trang bi véi tat ca nhitng chia khoa va chimg nhan ma n6 doi hoi.

Dé lam diéu do, ta nén tao mot file "C:\Program Files\Stunnel\stunnel.conf" véi ni dung sau:

CODE

CAfile = CAcert.pem

CApath = certificates

cert = server.pem

client =no
verify =3
[vnc]

accept =443

connect = 127.0.0.1:5900

Céu hinh ¢ trén s& 1am cho tat ca nhiing két ndi vao cong 443/tcp s& dugc chuyén tiép dén cong cuc bd
5900/tcp.

Budc tiép theo 1a thay thé ca CA's certificate (C:\CA\CAcert.pem) va cdp chia khod private/public ciia
may chi VNC, chting nhan (C:\CA\temp\vnc_server\server.pem) vao thu muc C:\Program Files\Stunnel.
Cubi cung ta phai nhap chimg nhan ctia may khach VNC vao. Dé cho Stunnel tim certificate trong sudt
qua trinh thim dinh, ta phai thay d6i tén ctia né nhu sau (1énh theo sau phai chay trén may chu ma
certificates di generate; value phai dwgc thay thé bang két qua cta 1énh "openssl x509" ):

cd C:\CA\temp\vnc_client

C:\progra~1\openssl\openssl x509 -hash -noout -in client.crt

value

copy client.crt value.0

File value.0 nén dat vao thu muc C:\Program Files\Stunnel\certificates.

VNC Client

Dau tién, ta phai tao mot file "C:\Program Files\Stunnel\stunnel.conf" v&i ndi dung sau:

CODE

CAfile = CAcert.pem

CApath = certificates

cert = client.pem

client = yes
verify =3
[vnc]

accept = 127.0.0.1:5900

connect = VNC _server IP_address:443

Budc tiép theo 1a cat giir CA's Certificate (C:\CA\CAcert.pem) va cdp chia khoa private/public va ching
nhan ctia mdy khach VNC (C:\CA\temp\vnc_client\client.pem) trong thu muc C:\Program Files\Stunnel.
Cudi cling, ta phai d6i tén cua file chimg nhan may chii VNC theo cach sau:

cd C:\CA\temp\vnc_server

C:\progra~1\openssl\openssl x509 -hash -noout -in server.crt

value



copy server.crt value.0
va cat n6 vao thu muc C:\program files\Stunnel\certificates.
Noi dung cuodi cung ctua thu muc C:\Program Files\Stunnel phai twong tu nhu sau:

Kiém tra viéc két noi

Luc ndy tat ca cac phan mém di sin sang dugc dung. Dé kiém tra no, ta phai chay Stunnel trén ca may
chu, may khach, va chay dich vu VNC.

Sau d6, ¢ host may khach VNC ta chay vncviewer.exe. Ta nhap vao dia chi: 127.0.0.1. Néu moi thir duge

dinh hinh chinh xac, viéc két nbi véi may chi VNC sé dugc thiét lap, va Stunnel sé& hién thi nhitng thong
tin sau:

O may chi VNC:
O may khach VNC:

Néu vi mét vai Iy do nao dé6 ma su két noi bi hong, ta nén tang mirc do log cua Stunnel, va co gang thir
tim ra nguyén nhan. Pe lam dicu d6 ta thém vao file  stunnel.conf:

debug =7

Sau d6 khoi dong Stunnel va thtr thiét 1ap két ndi mot lan nita.

Két ndi ddo nguoc

Phuong phép trén hoat dong tét, nhung chi khi may chu VNC hop 1€, dia chi IP ¢ bén ngoai hay n6 dugc
dat trong cung mang LAN, giong nhu may khach VNC. Nhung di€u gi s€ xdy ra néu may chu VNC duogc

dat trong NAT hay nhiing két ndi vao host nay bi drop boi firewall?

Nhu t6i da dé cap ¢ truée, VNC c6 kha ning thiét 14p sy két ndi dao nguge. DE dung tuy chon d6, nhitng
thay doi sau phai dugc ap dung cho file stunnel.conf trén may chi VNC:

CODE

CAfile = CAcert.pem
CApath = certificates
cert = server.pem

client = yes
verify =3
[vnc]

accept = 127.0.0.1:5500
connect = VNC _client IP address:443

va & may khach VNC:
CAfile = CAcert.pem

CApath = certificates
cert = client.pem

client = no
verify =3
[vnc]

accept =443



connect = 127.0.0.1:5500

Luu ¥ rang vai tro cta tién ich Stunnel bay gio da ddo nguogc. Stunnel & may chil tré thanh may khach
SSL, va Stunnel & may khach lai thanh may chu SSL.

Ciing c6 mot su thay ddi trong cach thiét 1ap két ndi bang phan mém VNC. O phuong phap nay, nén chay
vncviewer.exe dau tién, ¢ ché do listen (Start Menu ® Real VNC ® VNC Viewer ® Run Listening VNC
Viewer). Sau d6, 6 may chi VNC, ta phai dung tuy chon "Add New Client" theo sau:

Sau khi thuc hién xong nhing budc trén, ta thiét 1ap su két ndi gitra may cha va may khach VNC.

Giai phap trén 1a mot cach rat hiéu qua dé han ché viéc bo x6t NAT; tuy nhién n6 ciing c6 mdt cai bat loi
rat quan trong: d¢€ thiét 1ap mot su két noi ddo nguoc, su can thi¢p thu cong 1€n may chu dugce doi hoi.
Cau hoi phat sinh 1a ¢6 cach nao thiét 1ap sy két n6i ma khong can dén sy can thi€p bang thu cong?

Dé hién thi, n6 phai duoc ding trong hé diéu hanh MS Windows "Task Scheduler Service", dé giai quyét
Vén dé can thi¢p bang thu cong. Hinh anh bén dudi la mot vi du cua "Task Scheduler”, ma may chu VNC
cb gang thiét 1ap mot két ndi voi may khach VNC hang ngay gilra 9 gio sang va 9 gio chiéu, trong khoang
10 phtt. Néu mudn thiét 1ap mot két n01 voi may chu VNC, tat ca nhitng gi ta can lam 1 chay VNC & ché
d6 listen va chd dén khi may cha két ndi. Phan 16n trong 10 phut d6, ban giao tiép hinh anh (graphics
console) s& duoc "giri" dén chung ta.

Phuong phap mé ta ¢ trén c6 nhiéu gidi han va bat loi. Tuy nhién, day ciing 1a mot cach hay dé quan ly
mot host ma ta khong thé thiét 1ap ket noi truc ti€p.

Tom tét

C6 nhiéu chwong trinh quan 1y tir xa MS Windows. Khong may, mot s6 luong 16n trong d6 khong bao vé
an toan viéc truyén dir liéu hodc viéc thyc hién chiing thi ton rat nhiéu. Phuong phap phac thao & trén 1a
mot giai phap khong mat tién cho viéc quan Iy MS Windows tir xa mot cach an toan hon. Nho ¢6 giao
thire SSL va sur thAm quyén dua trén viée ching nhén, giai phap nay khong nhitng du sirc ¢6 co hoi canh
tranh v6i nhiing giai phap thuong mai, ma con trong ca viéc bao méat hoan hao hon.

Bi mat security cia Windows XP [12/23/2003 2:18:00 AM]

Trong MS Outlook tit ca cac file c6 phan mo rong 1a exe, vb, chm.....v..v déu khong m& dugce va bi
block lai vi ly do an toan cho hé théng vi 6 mot sb chuong trinh c6 thé tu dong chay ma khong can ban
kich hoat né 1én nhung né van chay trong may cua ban ngoai trir cac file nép dang zip hay rar...vv . tha
hai nita 1 Java Script va VB khéng con duoc hd tro trong Windows XP nita ban c6 thé thiy duoc trong
Frontpage va MS Outlook.

Pé thém vao hodc bot di phan md rong cua file nay cac ban hay 1am nhu sau :

Vao Start >> Control panel >> Administrative Tool>> Local security settings >> bim chudt phai vao
Software restriction policies >> chon Create New Policies



P hder e i
PR i
- ree—
i hart P T L BT
| T La Y PelEH
........
I ey T
o -
i"“"‘"" P e B a0 s, Sl
Lk v ool s gl il §
- h
L R P AT e
ol i e S
i

>> chon Dword tén la Designated File Types >> Double click vao file nay va ban co thé X04 cac phan mo
rong bang phim delete hay thém vao bang cach thém vao trong phan file extension va bam nut add nhu
vay la phan mo rdng da dugc dua vao phan cam chay cia Windows XP.
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Phan ké: Khong cho mét chuong trinh ing dung nao d6 chay khi vang mat chu nhan va khéng mudn ai
do str dung CD hoéc 1a Floppy cta ban

Khong cho mot chuong trinh ung dung nao d6 chay khi ving mat cha nhan:

Vao Start >> Control panel >> Administrative Tool>> Local security settings >> bam chudt phai vao
Additional Rules (phan nay chi c¢6 khi ban da l1am phan trén “Create New Policies””) chon New Path Rule
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Explorer trong phéan browse trong phan Security hay dé 1a disallowed va khi can mé ban chi viéc chon no
la unrestricted 1a n6 s€ mo¢ thoi nhung ban phai restart may lai cho ndé c6 hi€u luc nhé.

B i e

o
[ Fragar i L e i Fap o [
3

bty
ekl e -

Ngoai ra néu ban khong mudn ai d6 sa dung CD hodc 1a Floppy cua ban thi hdy lam nhu sau:

Vao Start >> Control panel >> Administrative Tool >> Local security settings >> Local Policies >>
Security Options >> chon Dword :Devices: Restrict CD-ROM access to locally logged-on user only hodc
la Devices: Restrict Floppy access to locally logged-on user only >> hay bam double click vao n6 va chon
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Han ché quyén han ciia cac Users trong Windows XP [12/25/2003 1:32:00 AM]

May cua ban dugc chia sé cho nhiéu nguoi st dung, trong do, ban 1a “sép song” (administrator) con

D

" _E:T:

xong roi

khoi

dong

lai

may.

nhitng nguoi khac (users) déu “dudi trudng” cua ban hét va dwong nhién, quyén “sinh sat” 1a & ¢ trong
tay ban. Sau day la vai bién phéap bao v¢ su riéng tu cua cac thong tin trong may, han ché quyén han ctua

cac users.

Khoa chirc nang Folder Views trong Folder Options (m¢ Windows Explore/Tools/Folder Options): chirc
nang nay giup ban luya chon nhiing tity chon cho sy hién thi cua cac thong tin trong thu muc nhu: hién

thi/d4u nhiing file an, hién thi kich thudc, duong din cia thu muyc,. ...

Pé khoa chirc nang nay, dau tién, ban khoi dong Registry Editor, va tim dén khoa:
HKEY LOCAL MACHINE\SOFTWARE\Microsoft \Windows\CurrentVersion\

Explorer\Advanced\Folder.

Click chudt phai vao khoa Folder va chon Permissions.

2. Registry Editor

File' Edit “ew Favorites Help

] CSCSettings

3 DateTime
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] Explarer
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My ComputeriHEE

hinh 1

Trong trinh don Permissions for Folder méi mé ra, ban chon Advanced.
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[@b]HelpID  REG_SZ
- | [ab]Text REG_SZ
| Y
Collapse De REG_52
Mew 3
Find...
|
Delete F
T BRENMicrosoft| Wi
Rename
Expart
Permissions. ..
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Special Permizsions

Far special permizzions or for advanced zetting

click Advanced.

a«==3)

hinh 2 [ ok

,H_ Cancel J[

Apply ]

Tuy chon Inherit from parents the permissions. .. dang dugc déanh dau, click vao d6 dé bo chon options

nay.

hdvanced Security Settings for Folder

Permizsions i.-'l'-.uditing || Dwner || Effective Permizsions |

To wiew mare information about Special permizzions, zelect a permizzion entry, and H

Permizsion entries:

Twpe M arme

Al Adrminiztrators [MA,

Al CREATOR OWwWHER
Ailloe Power Uzers [Mak. ..
il SYSTEM

Al Uszers [MAME-EPR...

Permizzion
Full Cantral
Full Cortral
Special

Full Cantrol
Fead Control

Inkerited From

<not inherted:
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<ot inkernited:
£nok inherited:
<not inherited:

Appl
Thiz k
Subke
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Thiz k

[ add. || Ede

] [ Remove

Khi d6, mot cira sd thong bao s¢€ hién 1én, ban chi can click vao nat Copy. Click OK. Tro¢ lai trinh don
Permissions for Folder, trong khung Groups and Users name, ban chon Users [

Remove.

hinh 3

[ Inkernityom parent the permizzion entries that apply to child objectz. Include these
defitied here,

[ ] Replace permizsion entries on all child objects with entries shown here that apply

] vao click nut



Permissions fon Yolumele/b65be0-fea6-11d5-...
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Click OK va khéi dong may. Tir ddy, ngoai ban ra, khong users nao c6 thé “tay may” gi dugc trong
Folder Views.

Déu mét 6 dia: dau tién, ban khéi dong Registry Edito va tim dén khoa: HKEY LOCAL MACHINE\
SOFTWARE\Microsoft\Windows\ CurrentVersion\policies\Explorer. Click phai vao khoa Explorer, chon
New/DWORD Value va dat tén cho n6 1a NoDrive. Double click vao gia tri méi tao. Trong khung Base,
ban choq Decimal. Trong khung Value Data, ban g6 vao gia tri thap phan cua cac ky tu ma ban dat tén
cho cac 6 dia (A, B, C,...) theo bang sau. Click OK va khoi dong lai may.

O dia S6 cua 6 dia SO phai gb trong khung Value Data

A 0(20-)1

B1(21=)2

C2(22=)4

D 3 (23=)8

E 4 (24=)16

Ghi chu:

- Néu ban mudn “ra uy” dau 1 6 dia, khong cho 1 user nao do sir dung mot 6 dia nao d6, ban chi can login
vao phién lam viéc cta user do (bﬁng cach gd password) va thuc hién nhiém vuy. Ban c6 thé ap dat nhiing
“lénh cAm van” khéc nhau 1én nhiing users khac nhau. Vi du nhu, ban co thé khong cho ngudi nay su
dung & dia C; E, dong thoi khong cho ngudi kia st dung 6 A; R;......

Néu ban muon dau nhiéu 6 dia ban chi can go vao khung Value Data tong gia tri thap phén cua cac 6 dia



d6. Vi du, ban mudn ddu 6 A, D va E, thi gia tri ban phai nhap 1a: 19 (20+21+24).

Edit DWORD Yalue

Yalue narme:

|N|:|Drive |
Yalue data: Baze

||:| | {1 Heradecimal

(%) Decimal
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